Nudopmanuonnasi namMsiTKa AJ1s1 00y4aromuxcsi 0 6e30MacHOM NMoBeIeHUU U

HCIoJb30BaHNu ceTu ""UurepHer"
Ilamamka pazpabomana 8pemennou Komuccueu
Cosema @edepayuu no pazeumuro UHGOPMAYyUOHHO20 0dUecmea

C KaXJIbIM TOJIOM MOJIOJIC)KH B MHTEPHETC CTAHOBHTHCS OOJIBIINE, a IIKOJIbHHKH
OJIHM W3 CaMbIX aKTUBHBIX IOJIb30BaTeneid PyHera. Mexay Tem, MOMHMO OTPOMHOTO
KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET M MPOOJIEMBbI. DTa MaMsAITKa JIOJDKHA ITOMOYb
TeOe 0€30IMacHO HaXOOUTHLCS B CETH.

KoMnbroTepHbie BUPYChI

KoMmnbroTepHslii  BUpPYC - 3TO Pa3HOBUAHOCTh KOMIBIOTEPHBIX MPOrPaMM,
OTJIMYUTEILHOW OCOOCHHOCTBIO KOTOPOW SBJSIETCS CIIOCOOHOCTh K pa3MHOXKEHUio. B
JIOTIOJIHEHUE K 3TOMY, BUPYChI MOTYT MTOBPEINUTh WM MOJTHOCTHIO YHUUTOXXUTh BCE (pailsibl
U JIaHHbIE, MOJKOHTPOJbHBIE IIOJb30BATENI0, OT HMMEHHM KOTOpOro Oblja 3aIlylleHa
3apa)k€HHasl MporpamMma, a TaKKe IMMOBPEIUTh WIM JAKE€ YHUUYTOKUTH ONEPAIMOHHYIO
CUCTEMY €O BceMH (aislaMu B 11€JIoM. B OOJIBIIMHCTBE CIIy4aeB pPacCIpOCTPaHSIOTCS
BHUPYCHI YEPE3 UHTEPHET.

MGTOI[BI 3allUThI OT BPCAOHOCHBIX IIPOI'paMM:

1.  Hcnone3ylh COBpEMEHHBIE ONEPAIMOHHBIE CHUCTEMBI, HMEIOIINE
CEPBhE3HBIN YPOBEHD 3aIUTHI OT BPEIOHOCHBIX MPOTPAMM;

2.  lloctosHHO ycTaHaBnuMBail mMmauTu (UUQPPOBHIE 3aIIaTKU, KOTOPHIC
aBTOMATHUYECKH YCTAHABJIMBAIOTCA C IIEJbIO JIOPAaOOTKU TPOTpamMMbl) U JIpyTUe
OOHOBJICHUS CBOEW omepalMoHHOW cucrteMbl. CkauWBallT HUX TOJIBKO C
opurmanpHoro  caiita  paszpaborumka OC. Ecaum  cymiecTByeT — pexuMm
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. Paboraii Ha cBOeM KOMIBIOTEpE TMOJ MpaBaMU TOJIb30BaTENsA, a HE
aMUHHUCTpAaTOpa. DTO HE TMO3BOJUT OOJBIIMHCTBY BpPEIOHOCHBIX MPOrpamMm
WHCTAJJTUPOBATHCS] HA TBOEM MEPCOHATILHOM KOMIIBIOTEPE;

4.  Vcnonws3yil aHTUBHUPYCHbIE MPOTPAMMHBIE TNPOAYKTHl H3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpaanub QU3NIECKUI JOCTYI K KOMITBIOTEPY AJISI TOCTOPOHHUX JIHII;

6. Wcnonb3yil BHEHmIHUE HOcUTENW HUHGOpMAIMU, Takue Kak (QIielka,

JTUCK Uiy (aiia U3 HHTEPHETA, TOIbKO U3 MTPOBEPEHHBIX HCTOYHUKOB;

1. He oTkpeiBaii koMmbloTepHBIC (haliibl, MOTYyUYEHHBIE W3 HEHAJAC)KHBIX
MCTOYHUKOB. J{axke Te (ailsibl, KOTOpbIE MpUCIan TBOM 3HAKOMBIN. Jlydilie yTouHu y
HETo, OTIPABJISAI JIU OH TEOE UX.
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Cern WI-FI

Wi-Fi - 3T0 He BHJI IIepeiayn TaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIITL OPEH/I, MapKa.
Eme B 1991 rony nuaepnanjickas kommnanus 3apeructpupoBana openn "WECA", uto
obo3nauano cinoBocoueranue "Wireless Fidelity", koTopbiii nepeBoauUTCS — Kak
"GecrpoBoOHAS TOYHOCTH".

Jlo Hamrero BpeMeHM JomuIa Jpyras a00peBuaTypa, KOTopas SIBISETCS TaKOW Ke
TexHoJorue. Ito abOpeBuatypa "Wi-Fi". Takoe Ha3zBaHue ObLJIO J1TaHO C HAMEKOM Ha
cTaHAapT Bbicuiedl 3BykoBoW TexHuku Hi-Fi, uro B mepeBoie o3HauyaeT "BBICOKas
TOYHOCTB'.

Jla, OecmuiaTHBI WHTEPHET-IOCTYN B Kade, OTeNsIX U a’dpornopTax sBISETCS
OTJIMYHOW BO3MOXHOCTHIO BBIXOJIa B MHTEpHET. Ho MHOrMe SKCHepThl CUMTAIOT, YTO
obmenocrynubie Wi-Fi cetu He ABISITOTCSt 6€30MaCHBIMH.

CogeTsl 1o 6e30macHOCTH paboThI B 00mIea0cTynHbIX ceTsix Wi-fi:

1. He nepenmamaii cBoro au4yHyr0 HH(pOpPMAIUIO Yepe3 OOIIeI0CTyITHbIC
Wi-Fi cetn. PaboTast B HUX, JKeJIaTeIbHO HE BBOAUTH MAPOJIH JOCTYIA, JOTHHBI U
Kakue-TO HoMepa;

2. Hcnonb3yil 1 OOHOBIIAN aHTUBUPYCHBIE MPOrpaMMbl U OpaHIMayep.
TeM cambIM TBI 00€30MacHIIb ce0s OT 3aKaUKH BUpPyca Ha TBOE YCTPOMCTBO;

3. [Ipu ucnonb3zoBanun Wi-Fi otkmtoun ¢ynkuuio "OOmmii mgoctyn K
daitnmam u npuntepam". JlaHHas QYHKOHMS 3aKphITa 1O YMOJYaHUIO, OJIHAKO
HEKOTOPBIC TOJIH30BATEII aKTUBUPYIOT €€ ISl yI00CTBAa MCIOJb30BaHMUS B PadboTe
Wi yueoe;

4, He wucnonwsyit nmybmuuneii WI-FI nns mepenaum JUYHBIX JaHHBIX,
HarpuMep JJIsl BBIX0JIa B COLIMATBHBIE CETH WM B DJICKTPOHHYIO MOYTY;

5. Ucnonw3yii Tonpko 3amuiieHHoe coeauHeHue udepes HTTPS, a He
HTTP, 1.e. mpu HaGope BeO-aapeca BBOAM UMEHHO "https://";

6. B mobOunbHOM Tenedone orkmoun Gpyukuuio "Tloakmouenue k Wi-Fi
apTroMarnuecku'. He momyckail aBTOMaTW4Ye€CKOTO MOJKIIOUYEHUS YCTPOMCTBA K
cersMm Wi-Fi 6e3 TBO€ero coracus.

ConuajabHble ceTH

CoumayibHbI€ CETH aKTUBHO BXOJSAT B HAIly >KU3Hb, MHOTHUE JIIOJU padOTaloT U
KUBYT TaM TOCTOsSIHHO, a B Facebook y»e 3apeructpupoBaH MUJUIHAPA YEJIOBEK, YTO
SBJIIETCS] OJTHOM CEeIbMOM BCEX KUTENEH IMIaHeThl. MHOTHE MOJIb30BaTENU HE MOHUMAIOT,
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qTo I/IH(I)OpMaI_II/I}I, pasMCIICHHAass UMW B COLMAJIBHLBIX CCTAX, MOXKCT OBITH HafmeHa 141
HCIIOJIb30BaHa KEM YIroJHO, B TOM HYHCJIC HC 00s13aTeNILHO ¢ OJIaruMH HaMCPCHUSMMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COLUAIBHBIX CETIX:

1. Orpannub coucok apyseid. Y T1e0s B Jpy3bsX HE JOJDKHO OBITh
CIIy4aiiHbIX ¥ HE3HAKOMBIX JIFOJICH;

2. 3amuiiai CBOI YacTHYIO kM3Hb. He ykasbiBail maponu, TenegoHsl,
anpeca, JaTy TBOErO POXIEHUS M JAPYIyl0 JMYHY0  HHGOpPMAILUIO.
3MOYMBIIIJICHHUKH MOTYT HCIIOJIb30BaTh Ja)Ke€ MH(POPMAIIMIO O TOM, KaK Thl U TBOU
POJIUTENH TUIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuMinai CBOK pENyTalMIO - JIEPXKU €€ B YUCTOTE W 3aaaBail cebe
BOIIPOC: XOTeN ObI Thl, YTOOBI APYTHU€ MOJIb30BATENM BHUIEIH, YTO ThI 3arpyKaelllb?
[Tonymaii, mpexxe 4eM 4To-To OIMyOJIMKOBATh, HAIIKCATh U 3arPy3UTh;

4.  Ecnau Thl rOBOpUIIb C JIIOJBMH, KOTOPHIX HE 3HAEIllb, HE HCIOJIb3YH
CBOE PEAJBbHOE UMS U JPYTyI0 JUYHYIO HH(POpMAIUHU: WMs, MECTO >KUTEJIbCTBA,
MECTO y4eObl U IIpOoYee;

5. M30Gerait pasmemienust pororpaduii B UHTEpHETE, IA€ THI M300pakeH
Ha MECTHOCTH, 110 KOTOPOIl MOKHO OIPEJEIUTh TBOE MECTOIOJIOKEHHE;

6. Ilpm perucrtpanuu B COLUHUAJIBHON CETH HEOOXOAMMO HCIOJb30BaTh
CJIO’KHBIE TapOJIU, COCTOSALINE U3 OYKB U HU(P U C KOJUYECTBOM 3HAKOB HE MEHEe
8,

1. Jlns  comuanbHOM CETH, TOYThl W JAPYTHX CalTOB HEO0OXOIUMO
MCIIOJIB30BaTh pa3Hble napoiu. Toraa eciu T€0s B3JIOMAIOT, TO 3J0YMBIIIJIEHHUKH
MOJIy4aT JOCTYI TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

JJIeKTPOHHBbIE JeHbIH

ONEeKTpOHHBIE JIGHBIM - O5TO OYEHb YJOOHBIM CMOCO0 TUTATEeXKEW, OIHAKO
CYUIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTST MOIYUYUTh 3TH JICHBIH.

3J’I6KTpOHHI)Ie ACHBI'M IIOABHWJINCH COBCEM HCOABHO WM HMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCcyaapCTBax A0 CHUX IMOP HC IMPOIIHCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKITMOHUPYIOT M O HHX YK€ TNPOIMCAHO B 3aKOHE, TJIe UX
pa3geNnsioT HAa HECKOJIBKO BUJOB - aHOHHMHBIE WU HE aHOHMMHBbIC. Pa3Huna B TOM, 4TO
AHOHMMHBIC - 3TO T€, B KOTOPHIX pa3peniaeTcsi MPOBOIUTE Oreparuu 0e3 uaeHTuPUKaIuu
MOJIH30BaTelIsl, 4 B HEAHOHUMHBIX MACHTU(DUKALIMS TI0JIb30BATENS SIBISETCS 00s3aTEIBHOM.
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Taxxxke  crmeayer  pa3nuyarh — JJIEKTpOHHBIE  (UAaTHbIE  J€HbIM  (paBHBI
TOCYJapCTBEHHBIM BAaJIOTaM) M DJJIGKTPOHHBIE HepUATHBIE JCHBIM (HE pPaBHBI
roCyJapCTBEHHBIM BAJIFOTAM).

OcHOBHBIE COBETHI IO O€30MacHOM paboTe € IEKTPOHHBIMH JICHbTAMU:

1. IlpuBsku K cueTy MOOWIBHBIM TelneQoH. DTO caMblii yAOOHBIA U
OBICTPBIN CIOCOO BOCCTAHOBUTH JOCTYH K cueTy. [IpuBs3aHHbIi TeneoH MOMOXKeET,
ecnu 3a0yJienib CBOM IUIATEKHBIA MapoJib WM 3aiffielllb Ha CaT ¢ HE3HAKOMOI'O
YCTPOWCTBA;

2. Ucnonw3yir omgHopaszoBeie maposn. [lociie mepexona Ha YCHIECHHYIO
aBTOpHU3alMI0 TeOe yke He OyAeT YrpokaTh ONAcCHOCTh KpaKM WM IepexBaTa
IIJIATEKHOTO MAPOJIS;

3.  BriGepu cnoxsbiii naposas. [IpectynHukam Oyner HE HMPOCTO yrajaaTh
CJIO>KHBIN maposib. HajexxHple maposu - 3T0 napoJid, KOTOpbIEe COIepKaT He MeHee 8
3HAKOB M BKJIIOYAIOT B c€0s CTPOUYHBIE U NMPOMUCHBIE OYKBBI, HU(PBI U HECKOJIBKO
CUMBOJIOB, TaKM€ KaK 3HaK Joiuiapa, (QyHTa, BOCKIMUATENbHBIM 3HAK W T.I.
Hampumep, $tROng!;

4.  He BBOJM CBOU JINYHBIE JAHHBIE HA CalTax, KOTOPHIM HE JOBEPSICIIb.

JJIeKTPOHHAA NMOYTA

DJNIEKTpOHHAsl MOYTa - A3TO TEXHOJIOTHUS M TMPEJOCTABISIEMBIE €K YCIYrd [0
MEPEChUIKE U TOJYYCHHUIO JJIEKTPOHHBIX COOOIIECHUI, KOTOpBIE paclpeiesstoTcss B
KOMITbIOTEpPHON ceTH. OOBIYHO AJICKTPOHHBIN MOYTOBBIA SIITUK BBITJISAIUAT CIEIYIONAM
oOpa3zoM: UMsl_TOIb30BaTENA(@uUMs_JTIoMeHa. Takxke Kpome Tepeaadd MPOCTOro TEKCTa,
UMEEeTCsI BO3MOXKHOCTh MepelaBaTh (Pailiibl.

OCHOBHBIE COBETHI 10 0€30MacHOM padoTe C AJESKTPOHHON TTOYTOM:

1. Hano BbIOpaTh mpaBUiIBHBIA TOYTOBBLINM cepBUC. B MHTEpHETE €CTh
OTPOMHBIN BbIOOp OECIIJIATHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIYYIlI€ JOBEPSATH TEM,
KOTI'0 3HACIb U KTO NEPBBIN B PEUTUHTE;

2.  He ykaspiBail B nu4HOM moure JIW4Hyro HHpopmanuio. Hampumep,
Jydile BbIOpaTh "My3bikanbHbIN panat@" wim "pok2013" Bmecto "temal3";

3. Hcnonp3yil ABYyXdTanHYK aBTOPU3ALMIO. JTO KOTJa MOMHUMO IMapoJis
HY>KHO BBOJUTH KOJI, TpUChUIAEMBbIN IO SMS;

4. BriOepu cnoxHbIM maposib. s Kaxaoro mo4ToBOro SIUKa JOJKEH
OBITh CBOM HAJEKHBIN, YCTOMYUBBIN K B3JIOMY MapOJib;
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5.  Ecam ecTh BO3MOXHOCTh HAaNMCaTh CaMOMY CBOWM JIMYHBIA BOIIPOC,
UCIIOJIB3YH 3Ty BO3MOXHOCTB;

6. Hcnonp3yii HECKOJIBKO IOYTOBBIX SIMKOB. [lepBhlii Mg 4yacTHOU
NEPENUCKU C aJpecaTaMy, KOTOPbIM Thbl JOBEPSEIIb. JTO 3JIEKTPOHHBIN agpec He
Ha/10 UCTOJIb30BaTh MPU PETUCTPALIMU HA (popyMax U calTax;

7.  He otkpbiBaii ¢aiiibl u Ipyrue BIOKCHHUS B MHUChMaXx, MaXe €CIM OHU
NPUIIUTA OT TBOUX Apy3ei. Jlydine yTOYHW y HHX, OTHPABISIN JTU OHU TeOe 3TH
(bhaibr,

8.  Ilocne oxoHyaHusi pabOTHl HAa TOYTOBOM CEPBHUCE MEPEN 3aKPBHITUEM

BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeiidTh".
Ku0epOysimHr Wiiv BUPTyaJibHOE U3/1€BATEJIbCTBO

KI/I6€p6YJIJII/IHF - IPCCICAOBAHHC COO6H_[€HI/I$IMI/I, COACpKallUMHU OCKOp6JI€HI/IH,
arpeCCuro, 3allyTruBaHHC, XYJIHUI'aHCTBO, COLOHAJIBHOC 60ﬁKOTHpOBaHH€ C IIOMOIIBIO
Pa3JINIHBIX UHTCPHET-CCPBUCOB.

OcHOBHBIE COBETHI 110 6OPKOE ¢ KMOESPOYILITUHTOM:

1. He Opocaiics B 60i. Jlyumnii cioco0: mOcOBETOBAThCS Kak ceOsl BECTH
U, €CIIM HEeT TOT0, K KOMY MO>XHO OOpaTUThCs, TO BHaYale YCHOKOUThCA. Ecnu Thl
HAYyHEIIb OTBEYAaTh OCKOPOJEHUSIMU Ha OCKOPOJIEHMs, TO TOJIBKO elle Oosblie
pa30AOKeIb KOH(IIHKT;

2.  Ympasinsii cBoeil KuOeppemyTamei;

3. AHOHMMHOCTh B ceTH MHHMas. CyIEeCTBYIOT CIOCOObI BBISICHUTD, KTO
CTOWT 3a AHOHUMHBIM aKKayHTOM;

4, He crout Bectn Xynuranckuii o0pa3 BUPTyaldbHOU XKu3HH. HTEpHET
(GuKcUpyeT Bce TBOM JCHCTBUS U COXpAHAET UX. YJAIUTh UX OyIeT KpaiiHe

3aTPYJHUTEIIBHO;
5. Co0mro1ail CBOIO BUPTYAJIBHYIO YECTh CMOJIOAY;
6. Urnopupyii enuHuuHbl HeratuB. (OaHOPa30BbIE OCKOPOUTEILHBIC

COOOIIEHUS JTydIlie NTHOPUPOBaTh. OOBIYHO arpeccus MpeKpamacTces Ha HauaabHOM
CTaIuu,

1. ban arpeccopa. B nmporpamMmmax oOMeHa MTHOBEHHBIMHU COOOIIICHUSIMU,
B COIMAIBHBIX CETSIX €CTh BO3MOXKHOCTH OJIOKUPOBKH OTIIPABKHA COOOIICHHHA C
OTIpE/ICTICHHBIX aJIPECOB;

8. Ecam THI cBuaeTens kuOepOysuiMHra. TBOM JCHCTBHS: BBICTYITUTH
NPOTUB IMIpecieAoBaress, I0Ka3aTh €My, YTO €ro JCHCTBHS OICHUBAIOTCSA
HETaTUBHO, TOJJICPXKaTh XEPTBY, KOTOPOW HYXKHA IICUXOJIOTHYECKAs IOMOIIb,
COOOIIUTH B3POCIIBIM O (PaKTe arpecCUBHOTO MOBEICHUS B CETH.
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MoonabHbIH TesiegoH

CoBpeMeHHbIE cMapThOHBI W ITUIAHIIETH COJAEpX AT B ceOe BIIOJIHE B3POCIIBII
(GYHKIIMOHAJ, W TETeph OHM MOTYT KOHKYPHPOBAaTh CO CTAIlMOHAPHBIMH KOMITBIOTEpAMHU.
OpHako, CpeCTB 3alUTHI JIJIsl TTOJIOOHBIX YCTPOMCTB MOKa O4YeHb Mano. TecTupoBaHue U
MIOUCK YSI3BUMOCTEH B HUX MPOMCXOJMUT HE TaK MHTCHCHBHO, Kak g [IK, To ke camoe
KacaeTcsi © MOOMIHbHBIX TIPHIIOKCHHM.

CoBpeMeHHbIE MOOWIBbHBIC Opay3ephl YK€ NPAKTUYSCKH JOTHAIA HACTOJIBHBIE
aHaJIOTH, OJJHAKO paciiupeHue (QyHKIMOHAJa BJEYET 3a COO0M OOJBIIYI0 CIOXHOCTb U
MEHBIIYIO 3alIHUIIICHHOCTD.

I[EU'IGKO HC BCC IIPOU3BOAUTCIIN  BBIIIYCKAIOT 06HOBJI€HI/IH, 3aKPBbIBAIOIINUC
KPUTHYCCKHUC YA3BUMOCTH JJIsI CBOHUX YCTPOﬁCTB.

OCHOBHBIC COBETHI JJIA 0e3011aCHOCTH MOOMIIBHOTO TGJIG(l)OHaI

. Hudyero He sBnsercs mo-HacrosuieMy OeciuiaTHbIM. Byab ocTopoxew,
BeJlb Korjga Tede mpeiararoT OecIiaTHbIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KAaKHE-TO IIJIATHBIE YCIIYTH;

. Hywmaii, npexxne yem oTnpaBuTh SMS, ¢oro wmu Bugeo. Tl TOUHO
3HaeIlb, IJIe OHU Oy1yT B KOHEYHOM UTOTE?

. Heo6xoaumo 0OHOBIISATE OMEpaIlMOHHYIO CHCTEMY TBOETO cMapThOHa;

. Hcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI JJIsI MOOMIIBHBIX TeNIe()OHOB;

. He 3arpyxail mpuiiokeHUs OT HEU3BECTHOTO MCTOYHUKA, BEb OHU

MOTYT COZIepPKaTh BPEIOHOCHOE MPOrpaMMHOE 00eCTICUCHUE;

. Ilocme TOro kak Thl BBIWACHIL C CalTa, TAEC BBOAWI JIMYHYIO
nH(popMaluio, 3aiiiM B HACTPOIKK Opay3epa u yaanu cookies;

. ITeproanyecku mpoBepsid, Kakue MIaTHbIE YCJIYTd aKTHBUPOBAHBI HA
TBOEM HOMEDE;

. JlaBaii cBOIt HOMEp MOOUILHOTO Tesie(OHA TOIBKO JHOSIM, KOTOPBIX ThI
3HAEIIb U KOMY JOBEpsCIIb;

. Bluetooth nomken ObITH BRIKITIOUEH, KOTJa Thl UM HE TIoyib3yenibes. He
3a0bIBail HOT 1A MPOBEPATH ITO.

Online urpsei

CoBpeMEHHBIE OHJIAWH-UTPBl - 3TO KPACOYHBIE, 3aXBATHIBAIOIIUE pa3BICUYECHUS,
00BEIUHSIONINE COTHU THICSY YEJIOBEK MO BceMy MUpy. Mrpoku mcciaeayroT JTaHHbIA UM
MUp, O0IIATCA JAPYr C JAPYrOoM, BBINOJHSIOT 33JaHUS, CPAXKAIOTCA C MOHCTPAMHU U
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IOJTy4aroT OMBIT. 3@ YOBOJIBCTBUE OHU IUIATAT: MOKYHAOT AUCK, OIUIAYMBAIOT A0OHEMEHT
WJIM IPUOOPETAIOT KAaKUE-TO OILIHH.

Bce 3Tn cpencrBa uayT Ha NMOAAECPKAHUE M PA3BUTHE WUIPHI, a TAKXKE HA caMy
0€30I1aCHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMbI aBTOPH3ALMH, BBIIYCKAIOTCS HOBBIE MAaT4YH
(undpoBbIe 3aMIaTKU AJS IPOrpaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX Urpax CTOHUT OIIACaTbCA HC CTOJIBKO CBOHX COIICPHHUKOB, CKOJIBKO
Kpa’Xy TBOCTO 11apoJisi, HA KOTOPOM OCHOBAaHA CUCTCMaA aBTOPHU3AIIHUN OOJBIIMHCTBA Hrp.

OcHOBHEBIE COBETHI 110 0€3011aCHOCTH TBOETO HUI'POBOI'0 aKKAyHTaA:

1.  Ecim gpyroil wWrpoxk Bemer ce0s IUIOXO WM CO3JaeT Tede
HENPUATHOCTH, 3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2.  Iloxamyiics aIMHUHUCTpAaTOpaM HWIPbl Ha IJIOXOE MOBEJEHUE 3TOTO
UTPOKa, JKEIATeJIbHO MPUIIOKUTh KaKHE-TO JI0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yxka3sbiBaii 1uuHyto nHQOpMaIUIo B podaiiie urpsbl;

4.  VYBaxail Ipyrux y4acTHUKOB I10 UTPE;

5.  He ycranaBnuBaii Heo(uIMaIbHBIE TATYU U MO/IBI;

6.  Ucnonb3yi clioXHbBIE U pa3HbIE TAPOIIH;

7. Jaxe BO BpeMs UTPbl HE CTOUT OTKIIOYaTh aHTUBHpYC. [loka T

UTPAcIlb, TBOM KOMIIBIOTEP MOTYT 3apa3UTh.
@OUIIMHT UM KPaKa JUYHBIX JaHHBIX

OOBIYHOM KpaKeil JEeHEeT W JOKYMEHTOB CETOAHS YK€ HHKOIO HE YAWBHIIB, HO C
pa3BUTUEM MHTEPHET-TEXHOJIOTUMA 3JI0YMBIIUICHHUKHA TEPEMECTUIINCh B HHTEPHET, U
MPOJIOIKAIOT 3aHUMATHCS " MTIOOUMBIM" JEJIOM.

Tak mosBHIIach HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUIIMHT, IJaBHas
1eJdb KOTOPOrO COCTOMT B TOJYYEHHHM KOH(QUIECHIMAIbHBIX JAHHBIX IMOJb30BaTEICH -
JoruHOB U naposieid. Ha anrnuiickom si3bike phishing ynrtaercs kak ¢umunr (ot fishing -
pBIOHas JTOBJIS, password - mapob).

OcHOBHBIE COBETHI 0 OOPHOE ¢ PUIIUHTOM:

1.  Cnenm 3a cBouM akkayHTOM. Eciu ThI mo03peBaelib, 4To TBOSI aHKETa
Obla B3JIOMaHa, TO HEOOXO0IUMO 3a0JIOKUPOBATh €€ U COOOIUTh aIMUHUCTPATOPaAM
pecypca 00 3TOM KaK MOYKHO CKOPEe;

2. Hcnons3yit 6e30macHbie BEO-CAlTHI, B TOM YHCIIE, MHTEPHET-Mara3uHoOB
Y TIONCKOBBIX CHUCTEM;
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3. Hcnonw3yii ciiokHble W pa3Hble maponu. Takum oOpa3oM, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA ITOJIy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
poITIo B CETH, a HE KO BCEM;

4.  Ecimm TeOs B3IOManM, TO HEOOXOAMMO TMPEAYNPEAUTh BCEX CBOMX
3HAKOMBIX, KOTOpBIC JOOABJICHBI Y TEOS B APY3bsIX, O TOM, 4TO TeOs B3JIOMAIH U,
BO3MOYKHO, OT TBOETO UMEHHU OYJIET pacChUIAThCS CIIaM U CCBUIKHA Ha (DUIIIMHTOBBIC

CAWTHI;

5. YcranoBu HagexHbi napoib (PIN) Ha MOOHIBHBIH TenedoH;

6.  Otkiroun coxpaHeHue naposis B opaysepe;

7. He oTkpbIiBail (aiisasl 1 Ipyrue BIOKEHUS B MHCbMaXx, JaKe €ClIi OHU
OPUIUTA OT TBOMX Jpy3el. Jlydiie yToyHM y HUX, OTHPAaBIUIM JIU OHU Tebe 3Tu
Gbaitbl.

Hu¢posas penyranus

[udposas penyranus - 3T0 HETaTWBHAs WM MO3UTHUBHAs MHGOpPMAIUS B CETH O
tebe. KomnpomeTtupytomas nndopmaiusi, pa3MelieHHasi B UHTEPHETE, MOXKET CEPhE3HBIM
o0pa3oM oTpa3uThCs Ha TBOeW peasnbHOUM >ku3HU. "lludpoBas penyranus" - 3To TBOM
UMUK, KOTOPBINA (hopmupyercs u3 uHGopMaiu o Tede B MHTEpHETE.

TBoe MecTO XUTEIbCTBA, Yy4ueObl, TBOE (HMHAHCOBOE TOJIOKEHHE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue TOAPOCTKM JIETKOMBICIEHHO OTHOCATCA K NyOJUKAlMK — JIMYHOU
uHpopmanuu B HMHTepHeTe, HEe NOHMMAas BO3MOXHBIX MocieacTBuil. Tol gaxe He
CMOXellb J0rafatbcsi o ToM, uTo ¢ortorpadus, pa3MelleHHas S5 JeT Hazaj, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os Ha padoTy.

KommenTapuu, pasmenienne TBoux (ortorpaduid U JIpyrue OEHCTBHUS MOTYT HE
VCYE3HYTh JAKE IOCJIE TOrO, KAK Thl MX yNAJIWIIb. Tbl HE 3HACUIb, KTO COXPAaHWI 3Ty
uH(pOopMaIuIo, ToMNasa JId OHa B MMOMCKOBBIE CUCTEMbI U COXPAHMWJIACh JIM OHA, a TJIABHOE:
YTO MOAYyMAIOT O TeOE OKPYXKAIOMIUE JIIOAHM, KOTOPhIE HAWAyT W yBUIAT 3T0. Haitth
UH(OPMAITUIO MHOTO JIET CITYCTSI CMOXKET JIF000# - Kak M3 MOOpBIX MOOYXIACHHUH, TaK U C
HaMEpPEeHUEM NPUYUHHUTH Bpel. DTO MOXKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 10 3aLIUTE HUPPOBON pEIyTALINH:

1. [Togymaii, mpexae yeM 4To-TO NMyOJMKOBaTh U IepefaBaTh y ceOs B
0J10TC UIIN B COLIMATILHOM CETH;

2. B mactpoiikax npoduis yCTaHOBH OTPaHUYEHHUS] HA MPOCMOTP TBOETO
pouIIs U €ro COACPIKUMOTO, CACIIal €ro TOJIBKO "1Ist py3eit';
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3. He pa3memaii u He yka3biBaili HH()OPMAIIUIO, KOTOPask MOXET KOTO-
100 OCKOPOISATH UK OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMEeHHbIE TIKOJBHUKH - aKTHBHBIC IMMOJH30BaTENN ITU(POBOTO MPOCTPAHCTBA.
OpHako Janeko He BCE 3HAIOT, UYTO IMOJIb30BAHWE MHOTUMH BO3MOKHOCTSIMHU HH(PPOBOTO
Mupa TpeOyeT coOII0ACHUS MPaB Ha UHTEIUIEKTyaJIbHYI0 COOCTBEHHOCTb.

TepmuH "uHTEIEKTYalbHasg COOCTBEHHOCTh" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HauyWHasg C HOBBIX H300pETEHUH U 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTh Ha TMPOJIYKTHI W YCIYTd, WU 3aKaHuMBash KHUTaMmH, GdoTorpadusiMu,
KMHO(DHIEMAMH ¥ MY3bIKQJIIbHBIMU MTPOU3BE/ICHUSAMH.

ABTOpcKHE TIpaBa - 3TO IpaBa Ha UHTEIUIEKTyaJIbHyl0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAyKH, JIMTEpaTypbl M MCKYCCTBAa. ABTOpPCKHME IIpaBa BBICTYNAKOT B
KayecTBE TapaHTUU TOT0, YTO HHTEIUICKTYaJbHBIN/TBOPUECKUN TpyJ aBTOpa HE OyaeT
HaIlpacHbIM, JAaCT €My CHpPABEMJIMBbIE BO3MOKHOCTU 3apaboOTaTh HA pe3yJibTaTax CBOErO
TpyJa, MOJYYUTh U3BECTHOCTh M Npu3HaHue. Hukro Oe3 pa3penieHus aBTopa HE MOXKET
BOCIIPOU3BOJIUTH €r0 MPOU3BEJICHUE, PACHpOCTPaHATh, MyOJUYHO JIEMOHCTPUPOBATH,
npoJaBaTh, HWMIIOPTHUPOBAaTh, MyCKaTb B  MPOKAaT, MNYOJIMYHO  UCIHOJHSTH,
NOKa3bIBaTh/UCHIOIHATH B 3(hupe uin pa3meiars B HTepHeTe.

Hcnonp3oBanue '"mupaTcKoro" MporpaMMHOTO OOECTIeUeHUsS MOKET MPUBECTH K
MHOTHUM pHCKaM: OT MOTEPU JaHHBIX K TBOUM aKKayHTaM J0 OJOKHPOBKH TBOETO
YCTPOMCTBA, TJie YCTaHOBJIEHA HeJerajibHasi mporpamma. He crtout Takxke 3a0bIBaTh, YTO
CYIIIECTBYIOT JIETAJIbHBIC U OECIIaTHBIE MPOTPAMMBbI, KOTOPHIE MOKHO HAalTH B CETH.
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